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-User Interface -
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Web Defacement Monitoring Tool

Welcome to the Web Defacement Monitoring Tool.
Please click the button mapping to the corresponding fucntions.
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(1] Create Website Profile

[2] Set Auto Scan Configuration
(3] Back Up Website and Content
(4] Scan for Defacement

[5] Help

ﬁ

: $ ./CMD.py
Welcome to the Web Defacement Monitoring Tool.
Any problems please contact Johnny by

an Configuration
Jebsite and Content
Scan for Defacement

Terminal



-High-Level Design:

INnput
Website Directory

Monitoring

Hashing files

Differences

Byte-to-byte

Report
2 Versions




- Low-Level Design -

Big Files
Only segments
Small Files
Hash everything

Differences

Using BLAKE2

for video and
image format

Byte-to-byte file
comparison

Byte-to-byte

Hash Algorithm
BLAKEZ2D




Software
Python3

Tkinter
hashlib
PYBLAKE?

shutil
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Features

Scan folder structure

Hash files

30Vv43d

Save to Hash table
Back up files

Prototype coded ./
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» Project Analysis * Project Design and Prototyping
* Requirements  User Interface

« Requirement Analysis Design » High-Level Design (HLD)

* Project Plan * Low-Level Design (LLD)

* Presentation * Presentation

» Project Implementation
* Test the WDMT

« Host and Implement
 Demo

« Presentation

» Project Testing, Evaluation and
Presentation

* Improvise, Adapt and Overcome

* Presentation




Reference

B

[1] M. Masango, F. Mouton, P Antony and B. Mangoa
September 2017.

efacement and Intrusion Monitoring Tool: WDIMT

[2] D. Dorothy, “Georgetown Journal of Integrational Affairs,” The Rise of Hacktivism, 2015 September 2015.

[3]1 M. Mxolisi, “Presidency website up
https://www.news24.com/SouthAfrica
2019].

[4] N. Mphathi, “SA Presidency website hackedy
https://www.iol.co.za/dailynews/news/sa-president

d running after hacking attack,” News24, 7 July 2018. [Online]. Available:
ews/breaking-presidency-website-hacked-20180707. [Accessed 6 March

Independent Onling/{1GL), 11 July 2018. [Online]. Available:
-website-hacked-15950026. [Accessed 6 March 2019].

[5] E. E. Enaw and D. Pagou Prosper, "A Conceptual Approachta Detect Webdefacement Through Artificial
Intelligence,” International Journal of Advanced ComputerTechnology (WACT), vol. 3, no. 6, pp. 77-83.

[6] K. Tushar, “Implementing a Web Browser with Web Defacement,” World of Computer Science and Information
Technology Journal (WCSIT), vol. 1, no. 7, pp. 307-310, 2071.






