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Background

61%

> Percent of organizations that have deployed some
level of loT technologies, and have had to deal with a
security incident related to loT in the past year.

Source: Internet of Things Cybersecurity
Readiness (Osterman Research for Trustwave)



https://www.trustwave.com/Company/Newsroom/News/New-Trustwave-Report-Shows-Disparity-Between-IoT-Adoption-and-Cybersecurity-Readiness/
https://www.trustwave.com/Company/Newsroom/News/New-Trustwave-Report-Shows-Disparity-Between-IoT-Adoption-and-Cybersecurity-Readiness/

Purpose of project

> The purpose of the project is to create Cyber Security
Awareness and to demonstrate how easy it is to identify
loT devices and access information on such devices over
a WiFi network.



User Requirements

> Build a snooping tool and set up Command & Control

center
> The snooping tool must be able to detect other connected

devices on the network.

> Some information (e.g type of device) from a detected device
should be sent from the snooping tool to the Command & Control

center.

> The sent information from the detected device must be
non-malicious.



User Requirements

Raspberry Pi

Send discovered device names and other information to a normal computer
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Requirements Analysis

> Connect to available network and detect loT devices

> Penetrate device and obtain non-malicious info

> Send obtained info to Command & Control center

> Display Snooping report



Requirements Analysis

The Snooping Tool

The Raspberry Pi 3 would be used as the
snooping tool.

It will be used to connect to a network and
detect other loT devices on the network.

A Raspberry Pi is a credit card-sized
computer originally designed for
education, inspired by the 1981 BBC
Micro.



Requirements Analysis

The Snooping Tool:
Raspberry Pi
connected to desktop
monitor

Current state of snooping tool at the Hons
lab
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Activities Overview




Requirements Analysis

Software-to-be-used
e Kali Linux OS

Hardware-to-be-used
e Raspberry Pi 3
e Desktop Computer

“Kali Linux, an Advanced Penetration Testing Linux
distribution used for Penetration Testing, Ethical Hacking
and network security assessments.”



Requirements Analysis

Kali Linux OS tools likely to be used are:

e Fern-wifi-cracker
e \Wifite
e airodump-ng



Requirements Analysis

The desktop computer at the
Honours lab will be used as a

Command &
Control center

Command & Control center.
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Project Plan

Term 1: Requirements
Gathering and

Term 4: Final

Presentation
Requirements Analysis
Term 2: Prototyping
e More research of Kali Term 3:
Linux tools Imol tati
e Usetoolstosetup C&C Mplementation
center

e Some testing
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