Term 2




' "Sniooping loT devices with a

"..

a UWC/CSIR project


#
#
#
#

Hi,
Name: Samuel Abu

Supervisor: Dr Michael Norman
Co-supervisor: Muyowa Mutemwa (CSIR)

Co-supervisor: Francois Mouton (CSIR)



Overview

> Recap

> |nterface Design
> High Level Design
> Data Design

> | ow Level Design
> Prototype

> Project Plan

> References



Recap

Raspberry Pi

Send discovered device names and other information to a normal computer

-
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Computer

Backpack



Interface Design

Current research  [RSUEEEIU
and testing with
Wifite have
been carried out
via terminal on
the Kali Linux
OS

Wifite terminal interface showing list of discovered Access Points



High Level Design

Begin Snoop
Operation

Conclude Snoop
Operation

Convert MAC
addresses to Vendor
names

——»|  Save Findings
Send findings to
€«—— Command &

Control center

Save formatted
findings




Data Design

MAC addresses of
, connected devices Vendor names of
Access Points P —! :
to target access devices
points

Plan includes the possibility of saving all the necessary pieces of data
and compiling it into meaningful information.



Low Level Design

CSV filel

Y

Airodump-ng

Airodump-ng will detect access points and MAC addresses of client
devices connected to access points.



Low Level Design

CSV filel _, PythonJava CSV file2

script

v

CSV file 1 contains MAC addresses of devices found. This data is
transformed into vendor names using a third party APl and the vendor
names are dumped into a new CSV file



Low Level Design

CSV file 2 | o PythonJava  |....... ., Command and

script [T control center

CSV file 2 which contains the vendor names of devices found
during Snoop operation is sent to Command and control center



Prototype

target select
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5 MAC
addresses of
devices
connected to
UWC-Campus
access point are
discovered
using Wifite.

Snoop lasted
approximately
8mins 20secs



Prototype

1 #importing requests library
2 import requests

3

4 #device unknown message

5error
6

= "{\"errors\":{\"detail\":\"Page not found\"}}"

7 #api-endpoint
"http://api.macvendors.com/"

8 URL =
9

10 #mac address of discovered device

11 macAddress =

12

13 #mac vendors API requires concatenation of url and device mac address

14 payload = URL + macAddress

15

16 #sending get requests and saving the response as response object

"98:9C:57:3D:85:50"

17 r = requests.get(url = payload)

18

19 #print response STRING which should output device vendor

20 if r.text == error:
print("vendor not found");

21
22 else:
23
24
25

print("Device MAC address:

print("Device Vendor:

+ macAddress)
+ r.text)

Using a
python HTTP
request script,
the MAC
addresses are
turned into
vendor names
which indicate
the device
makers.



Prototype

abu@abu Insptron 3542 ~/Documents/Python\ python3 macDemol.py

:9C:57:3D:85:50

JeV1CE 0 FlﬁlEi IC(FI“LULIE CO.,LTD
abu@abu Insptron 3542: ~/Documents/Python» [

Using a python HTTP request script, the MAC addresses are turned into
vendor names.



Project Plan

Term 1: Requirements
Gathering and
Requirements Analysis

Term 4: Final
Presentation

Term 3: Implementation

Term 2: Prototyping
e Moreresearch of Kali ° Storing data
Linux tools encountered
e Some testing e Compiledatato
information

e Set-upC&C
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