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Recap



Interface Design

Current research 
and testing with 
Wifite have 
been carried out 
via terminal on 
the Kali Linux 
OS

Wifite terminal interface showing list of discovered Access Points



High Level Design



Data Design

Plan includes the possibility of saving all the necessary pieces of data 
and compiling it into meaningful information.



Low Level Design

Airodump-ng will detect access points and MAC addresses of client 
devices connected to access points.



Low Level Design

CSV file 1 contains MAC addresses of devices found. This data is 
transformed into vendor names using a third party API and the vendor 
names are dumped into a new CSV file



Low Level Design

CSV file 2 which contains the vendor names of devices found 
during Snoop operation is sent to Command and control center



Prototype

5 MAC 
addresses of 
devices 
connected to 
UWC-Campus 
access point are 
discovered 
using Wifite.

Snoop lasted 
approximately 
8mins 20secs



Prototype

Using a 
python HTTP 
request script, 
the MAC 
addresses are 
turned into 
vendor names 
which indicate 
the device 
makers.



Prototype

Using a python HTTP request script, the MAC addresses are turned into 
vendor names.



Project Plan

Prototype
Term 1: Requirements 

Gathering and 

Requirements Analysis

Share
Term 2: Prototyping

RefineTerm 4: Final 

Presentation

●  Storing data 
encountered

● Compile data to 
information

● Set-up C&C

Term 3: Implementation
01

02

03

04

● More research of Kali 
Linux tools

● Some testing
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